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to be sent 
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Receive designation of 
message recipients 
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Encrypt message with 
server's key 



Send message to 
server for distribution 
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subroutine 



4J5 



420 



Message Tracker 
subroutine 




Fig. 4 



Replacement Sheet 



Message Distributor 
Subroutine 



Receive message from 
Message Sender 



515 



Decrypt message with 
server's private key 



Yes 




Create entry in 
Message Tracking Table 
for message and store 
message sending information 



1 

Add re 
status ini 
to creat 


^ipient 
formation 
ed entry 




530 


Set all receipient 
save flags in entry 
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Store unencrypted 
message 
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Create message 
indicator that includes a 
reference to the 
stored message 
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encrypted? 
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Retrieve public key for each 

recipient, encrypt copies 
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the retrieved keys, and send 
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corresponding recipient 
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Set save flag for 
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Retrieve indicated 
message 
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Encrypt retrieved 
message with recipient's 
public key if necessary 
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or whose save flags are set 
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message referenced in 
selected indicator 
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